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ABSTRACT 
One of the key problems in building simulation is to 
determine the accuracy and reliability of a simulation 
codes and tools. Due to the complexity of buildings, 
a comprehensive and exhaustive mathematical proof 
is typically not possible. In this context, 
comprehensive collection of data from actual 
buildings can provide an effective basis for probing 
the degree to which simulation tools can represent 
and predict the real performance of buildings. 
Comprehensive building data monitoring not only 
facilitates the evaluation of the fidelity of simulation 
tools, but also support the generation of calibrated 
simulation models, that can be applied in the context 
of real-time simulation-assisted building systems 
control. The present contribution describes concepts 
and initial implementations toward creating and 
testing a systematic framework for the dynamic and 
comprehensive building data monitoring for 
evaluation and calibration of performance simulation 
models. 

INTRODUCTION 
This paper mainly deals with the architecture of 
monitoring infrastructures necessary to dynamically 
and comprehensively collect and process building 
data. Such data can be, of course, applied to various 
ends. The present concern is, however, building 
performance simulation. Certain core algorithms in 
building performance simulation codes may be 
validated analytically, with major simplifications of 
domain complexity and boundary condition 
assumptions. Fundamental physical processes 
mapped in building performance codes may be also 
tested via tightly controlled experiments in 
appropriately designed test spaces and facilities. But 
real buildings are far more complex, given 
contingencies in terms of occupancy processes and 
use patterns, weather conditions, as well as initial and 
emerging uncertainties in semantic properties 
assumptions. Such analytical validation techniques or 
test in highly controlled conditions are hardly 
applicable to complex real buildings. Comprehensive 
monitored data from buildings, on the other hand, 
could be advantageously deployed to obtain a reliable 
empirical basis for the evaluation and calibration of   
respective simulation models. Many uses can be 

expected from such calibrated simulation models. 
However, there is currently a paucity of systematic 
and comprehensive implementations of monitoring 
infrastructures in buildings (Raftery et al. 2010, 
O'Donnell 2009, Neumann and Jacob 2008). Thus, 
the critical benefits that could result from the 
integrated and concurrent analysis of multiple 
building data streams are not sufficiently exploited. 
Such benefits include, for example: 
i) Energy performance optimization through 

improved management of technical building 
systems. 

ii) Increased awareness of building users regarding 
their impact on buildings’ energy use. 

iii) Early detection (and treatment) of deficiencies 
and malfunctions in energy systems and 
devices, thus effectively supporting a preventive 
maintenance regime. 

iv) Successive building performance improvement 
and optimization via the analyses of 
dynamically updated building energy and 
performance data bases. 

v) Long-term accumulation of empirical 
information on buildings' energy and 
environmental performance toward improving 
the design, construction, and operation of 
existing and new buildings. 

vi) Generation of calibrated simulation models to 
be incorporated as an integral component of 
predictive simulation-powered building systems 
control strategies (Mahdavi 1997, 2001, 2008, 
Mahdavi et al. 2009). 

We argue that, to establish a high-resolution 
empirical basis for the evaluation of simulation 
models, a fine grained sub-metering approach must 
be adapted for monitoring. Possible monitoring 
network infrastructures to collect measured data in 
real-time are presented. Moreover, software 
architectures for data storage and processing are 
discussed in detail. An Entity-Relationship (ER) 
model is developed to manage all required data 
streams. Likewise, software-interfaces and data pre-
processing algorithms are described to support 
different simulation applications. 
To evaluate real-life application scenarios, two 
buildings (housing a number of offices, labs, and 
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lecture rooms of the Vienna University of 
Technology) were partly equipped with necessary 
monitoring infrastructures. One of the buildings is 
completed 2010 and provides – to a certain degree – 
a reusable building automation infrastructure. The 
second building was built more than 100 years ago 
and provides no reusable building automation 
infrastructure. As such, these buildings represent a 
wide range of technical challenges that need to be 
met. 

APPROACH AND OVERVIEW 
Broadly speaking, the present contribution is a part of 
long-term research effort that involves the following 
steps. First, a network-based monitoring 
infrastructure is being realized in two buildings of the 
Vienna University of Technology, leading to 
continuous collection of real-world building data. 
Subsequently, the monitored data is applied to 
evaluate, validate, and calibrate building performance 
simulation models. Finally, these calibrated 
simulation models are deployed with a predictive 
simulation-powered building systems control strategy 
(Mahdavi 2008) toward improving buildings' energy 
efficiency and indoor climate. This paper focuses on 
issues pertaining to data storage, data pre-processing, 
required software technologies and software 
interfaces necessary to calibrate and validate 
simulation models at runtime. 
First, an overview of relevant technologies for 
monitoring systems is presented. To structure the 
technologies, a four layer model is used. Next, the 
management level of the proposed monitoring system 
is described in detail. The developed software 
architecture, data storage strategies, and data pre-
processing algorithm are explained and interfaces to 
different simulation tools are presented. 
Subsequently, two prototypical implementations of 
the proposed multi-layered monitoring system are 
introduced. Finally, the paper concludes with 
discussion and future outlook. 

MONITORING TECHNOLOGIES 
Building communication networks are usually 
described via the three layer model defined in ISO 
2004. As such, this model is appropriate to describe 
network communication strategies, but does not 
cover sensor and actuator technologies. It does not 
deal with the challenge of expressing the information 
from different physical domains in terms of 
electronic signals. Nor does it address the different 
signal requirements with regard to fieldbus networks. 
To fully encapsulate monitoring requirements, an 
additional layer is added to the conventional three-
layer model (see Figure 1). 

 
Figure 1 Four layer model for a generic monitoring 

system 

Physical level 
The physical level addresses pertinent sensory 
devices and technologies that are required toward an 
efficient, dynamic, and scalable acquisition of the 
required data. Different sensor technologies do often 
require different fieldbus characteristics. For 
example, an occupancy sensor for lighting operation 
must transmit its information in a fraction of a 
second, while a CO2 sensor for heating, ventilation, 
and air-conditioning (HVAC), can work with longer 
intervals (i.e., minutes). 

Fieldbus level 
The function of the fieldbus level is to transfer the 
measured data streams to the automation layer, which 
acts as a backbone. Common service parameters for 
such networks are throughput, reliability, security, 
scope, real-time, and power use. These characteristics 
can be used to describe a fieldbus, but it is not always 
possible to directly compare them based on these 
properties. For example, the KNX fieldbus has a 
much smaller throughput than LonTalk on the wire. 
But, depending on the system design and the 
grouping of devices in different KNX lines, the 
overall network load can be less than in a comparable 
LonTalk system (Daniels 2003, KNX 2004, LON 
2010).  
Different monitoring strategies can be deployed to 
transfer the measured data from the sensors to the 
management level. The sensor can transmit measured 
data event triggered, when some predefined 
conditions occur, or periodically with a predefined 
interval. Alternatively, the Direct Digital Controller 
(DDC) can poll the stations. 
Depending on the data stream, different strategies 
may fit more or less. For example, data from an 
occupancy sensor is most reliably transmitted when 
an event based strategy is used. An electricity 
counter, on the other hand, is usually polled 
periodically to obtain a temporal view. An event 
based strategy can also be used to reduce power use 
(batteries) by self-powered devices. 

Automation level 
The target of the automation layer in a monitoring 
system is to transfer all data streams to a central 
monitoring station. It therefore acts as a backbone, 
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which needs to handle higher data rates than the 
fieldbus networks. 
Common network technologies in the automation 
level are Ethernet/IP, BACnet, KNX, and LonTalk. 
Ethernet/IP provides high bandwidth, cheap mass-
components, and flexible integration possibilities. It 
is therefore the most common technology for 
backbone networks. Underlying fieldbus packets can 
be encapsulated in Ethernet or IP frames (e.g. 
BACnet/Ethernet, BACnet/IP, KNX/IP, etc.) or the 
measured data can be directly transferred with pure 
Ethernet/IP communication (OPC Unified 
Architecture, proprietary Ethernet/IP protocol, etc.).  
Because Ethernet/IP provides only limited support 
for real-time data transfer and bandwidth allocation, 
a combination with an unpredictable office network 
is not recommended (Kastner et al. 2005). 
Pure BACnet, KNX or LonTalk provide only limited 
bandwidth, which is usually not sufficient for 
monitoring systems in the automation level. 
To transfer measurements over building limits, a 
Virtual Private Network (VPN) can be used. Figure 2 
shows how a VPN concentrator can act as 
interconnection-gateway between different 
monitoring stations. This allows a seamless 
interconnection of different monitoring stations and 
data processing clients on various fieldbus networks 
and across multiple buildings. 
 

 
Figure 2: Virtual Private Network for monitoring 

over building limits 
 
There are currently three VPN protocols that are 
based on Ethernet/IP: Internet Protocol Security 
(IPsec), Point-to-Point Tunneling Protocol (PPTP), 
and OpenVPN. Due to the restrictions of IPsec with 
Name Address Translation (NAT) and the security 
vulnerabilities of PPTP, OpenVPN fits best for 
monitoring requirements. OpenVPN support bridged 
and routed VPNs and creates the VPN-tunnel based 
on UDP or TCP frames. This allows connections 
behind firewalls and with on demand services like 
UMTS Modems. 

Management level 
The management layer covers data storage, data 
visualization, and further processing. Common 
technologies for historical data storage and abstract 
data representation are OPC (Data Access - DA, 

Historical Data Access - HDA, Unified Architecture 
- UA), BACnet/Web-Services (WS), oBIX, 
proprietary interfaces and custom database designs.  
OPC DA is highly used to provide a vendor 
independent interface to different automation and 
fieldbus networks in the management layer. So called 
OPC DA servers abstract the sensors and actors as 
data points. The data of the OPC servers can then be 
accessed with OPC clients, which can be a user 
interface or any other processing application. OPC 
DA server provide only live data and run only on 
windows operating systems because of its 
dependency on the Distributed Component Object 
Model (DCOM). To provide historical data access, 
the OPC HDA standard or a custom database design 
is usually used (Iwanitz and Lange 2002, OPC 2010). 
To overcome the restriction of running OPC DA and 
OPC HDA server on windows only and to integrate 
all OPC sub-standards (DA, HDA, A&E etc.), the 
OPC UA standard was created. It provides high 
potential, but is not fully supported by common 
products yet (Mahnke et al. 2009). The standards 
BACnet/WS (ASHRAE 2004) and oBIX (OASIS 
2006) provide comparable functionality as the OPC 
standards, but are only rarely supported by available 
products at this time. 
To support all requirements of the proposed 
monitoring system, the following software 
architecture was developed. 

MONITORING FRAMEWORK 
Figure 3 shows the software architecture of the 
proposed monitoring framework. Different services 
can be implemented in appropriate software 
environments using Virtual Machines (VM). For 
example, the OPC DA servers require a Microsoft 
Windows operating system while the MySQL 
database can be implemented in an optimized Linux 
system. This software distribution strategy increases 
the overall system performance and stability. 

 
Figure 3: Software architecture of the proposed 

monitoring framework 
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To access measurements of different fieldbus 
networks in a uniform way, the OPC DA standard is 
used where possible. A generic OPC driver, which 
supports event triggered (e.g. contact sensor) and 
periodic (e.g. electrical meter) measurements, is 
implemented in the programming language gamma 
using the OPC Datahub framework (Zach et al. 
2011). Custom drivers are implemented for systems 
which don’t provide an OPC interface. All 
measurements are stored in a relational database 
using the Entity-Relationship (ER) model shown in 
Figure 4. The ER model allows the processing of 
measurements by just “dropping” them in the 
database. Data storage rules - implemented in 
MySQL stored procedures - optimize performance 
and disk usage based on deadband, sample interval, 
and minimal sample interval parameters of each data 
point. Location management of physical 
sensors/actors and virtual data points is treated by 
logical grouping using zones. 
All access to the database is done with „getters“ and 
„setters“ implemented in stored procedures. This 
object oriented way of database usage allows 
handling performance and permission issues in a 
more fine-grained way than direct access with the 
Structured Query Language (SQL). It also allows a 
centralized implementation of data-preprocessing 
algorithms. This can optimize data-query 
performance and prevents redundant code in different 
clients (Matlab, Excel, EnergyPlus, etc.). Table  1 
shows some stored procedures used to get periodic 
values with a desired interval for any kind of 
measurement-dataset. Using stored procedures for 
data-preprocessing allows different applications to 
access the measurements in a widely supported, 
simple and uniform way. The processing application 
does not need to deal with the challenge of getting 
the measurements in the right format. To perform 
runtime simulation calibration and validation, the 
Building Controls Virtual Test Bed (BCVTB) 
framework can be used. It allows, among others, the 
coupling of EnergyPlus, Modelica, Matlab, and 
Radiance. 

 Table  1 
Data-preprocessing with stored procedures 

NAME DESCRIPTION 
getValues-
Periodic (dpt, 
start, end, 
period) 

This stored procedure automatically 
selects and calls the required function 
(analog or digital) for the generation of 
values, depending on the type of the data 
point (dpt). The arguments start and end 
define the requested timeframe. Period 
specifies the time interval of the returned 
values. A quality index gives feedback 
about how many real measurements are 
available for the calculated values. 

getValues-
PeriodicAnalog 
(dpt, start, end, 
period, mode) 

This stored procedure returns periodic 
values for any type of analog 
measurement (temperature, CO2, rhu, 
etc.). In the default mode a linear 
interpolation and arithmetic average is 
used for calculating periodic values. If 
the requested period contains more then 
one measurement, the arithmetic average 
is calculated. If no measurement is 
available for the requested period, a 
linear interpolation to the next 
measurement is done. 

getValues-
PeriodicBinary 
(dpt, start, end, 
period, mode) 

This stored procedure returns periodic 
values for any type of digital 
measurement (window/door state, etc.). 
It supports three modes: 
- majority / sample & hold, 
- dominant “0” / default “1” and 
- dominant “1” / default “0”. 
The majority/sample & hold mode 
returns the majority if more then one 
measurement is available in the 
requested period. If no measurement is 
available, the last value of the previous 
period is returned. The mode dominating 
“0”/default “1” returns “0”, if one or 
more measurements in the requested 
period are “0”. If no measurement is 
available, the default value “1” is 
returned. The mode dominating 
“1”/default “0” works the same way, but 
swaps “0” and “1”. 

 
 Figure 4: Entity-relationship model of the proposed monitoring framework 
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PROTOTYPICAL IMPLEMENTATION 
To study real-life implementation and application 
scenarios, two buildings were selected and partly 
equipped with necessary monitoring infrastructure. 
These buildings house offices, labs and lecture 
rooms of the Vienna University of Technology.  
One of the buildings ("Lehartrakt") was completed 
2010 and provides reusable building automation 
infrastructure to various degrees. The second 
building (Mitteltrakt) was built more than 100 years 
ago and provides no reusable building automation 
infrastructure. 
As such, these buildings are representative of a 
large number of existing buildings in Vienna. They 
thus represent a wide range of technical challenges 
that need to be met in order to realize the postulated 
dynamic data acquisition and processing 
architecture in the context of existing buildings. 
Such challenges pertain specifically to the 
technology update requirements for incorporation 
of high-resolution sensory and metering 
capabilities, device connectivity, and cross-platform 
data transfer. 

Lehartrakt 
Recently completed (2010), Lehartrakt is equipped 
to various degrees with current building automation 
technologies. Therefore, the monitoring system can 

reuse some of the sensor and network infrastructure 
to reduce installation efforts. 
Figure 5 shows a four layer model of the entire 
monitoring infrastructure. Many sensors in the 
existing BACnet, KNX, and M-Bus networks are 
reused. Electricity meters are added to the M-Bus 
system. All other sensors are added with the 
wireless fieldbus EnOcean to reduce installation 
costs. 
All building automation networks are accessed with 
OPC DA servers to provide a common interface in 
the management layer. Data storage is done by 
using the proposed ER model.  
Figure 6 shows sensors installed in Lehartrakt. The 
energy use of the fan-coil units is calculated by 
measuring the temperature difference between the 
incoming and outgoing air and the air volume flow. 
Energy use of hydronic radiators is measured with 
heat-counters which measure incoming and 
outgoing water temperature and the volume flow. 
Relative humidity, room air temperature, 
window/door states, and occupancy is monitored 
with self-powered sensors using the wireless 
fieldbus EnOcean. Carbon dioxide and volatile 
organic components are measured with legacy 
sensors, which are equipped with EnOcean wireless 
modules. Electrical energy use is measured with M-
Bus meters. 

 

Figure 5: Four layer model of the monitoring system in Lehartrakt 
 

Figure 6: Sensors installed in Lehartrakt
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Light and blind states are monitored by tapping the 
KNX fieldbus. The HVAC paramenters are 
monitored by periodically reading the respective 
values of the building control system database. All 
measurements are tunneled to the monitoring server 
using a VPN-concentrator. 

Mitteltrakt 
The building Mitteltrakt provides no reusable 
building automation infrastructure at all. To reduce 
installation costs, a fully independent wireless 
approach for the fieldbus network is adapted. 
EnOcean was chosen as the wireless fieldbus 
system because of its optimized design for low 
power use. It allows the construction of self-
powered sensor devices, which reduces installation 
efforts and increases installation flexibility. 
Nevertheless, some sensors still need a power 
supply due to the energy use of the sensor 
technology. For example, a CO2 sensor needs a 
significant power supply to drive its heating coil. 
Many sensors with integrated EnOcean 
communication technology are available on the 
market. Missing sensors can be easily developed 
using legacy devices and EnOcean-modules of the 
STM and TCM series. 
Figure 7 shows the four layer model of the entire 
monitoring infrastructure in Mitteltrakt. To transfer 
the measured data from the EnOcean - IP gateway 
to the monitoring server, a VPN-concentrator is 
used. 
Figure 8 shows some of the sensors installed in 
Mitteltrakt. The heating energy transfer rate of the 
radiators is calculated by measuring the temperature 
of the radiator and the room. Using the K values 
described in DIN 1994, heating energy use can be 
estimated. States of lights are detected by 
measuring their electrical energy use. Air quality 
parameters (CO2, VOC, etc.) are measured in the 
same way as in Lehartrakt. 

 
Figure 7: Four layer model of the monitoring 

system in Mitteltrakt 

DISCUSSION AND CONCLUSION  
The described monitoring infrastructure provides a 
flexible base to conduct long-term observation and 
evaluation of the predictive behavior of simulation 
models. Detailed comparison of measured and 
simulated parameter allow for calibration of 
simulation models, which in turn can be 
implemented as part of the control logic of 
predictive simulation-powered building systems 
control methods. The scalable design of the 
monitoring framework can accommodate very 
different system requirements and supports new 
buildings (with existing building automation 
components) as well as indepently conceived and 
implemented monitoring systems that can be 
realized in already existing systems.  
Future research and development challenges 
involve comprehensive runtime observation, 
analysis, validation, and calibration of building 
simulation applications based on dynamically 
obtained monitoring data.  Toward this end, we 
envison two different building simulation model 
validation techniques. Considering building energy 
performance, we first deploy monitored energy use 
rate of various thermal zones as input information 
for simulation model, which result in calculate zone 
temperature values.  

 
 

 
 Figure 8: Sensors installed in Mitteltrakt
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These values can then be systematically compared 
with the moniorted zone temperature readings. 
Alternatively, monitored zone temperature values 
are deployed as simulation model input, resulting in 
computed energy use rates. The latter are then 
compared with monitored nergy use data. 
Finally, improved and calibrated simulation models 
will be incorporated in the respective control units 
of these buildings toward implementing predictive 
simulation-assisted building systems control 
strategies. 
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